Atlassian Apps for Efficient Teams

Setting Up Workzone Cloud

Getting Started (cloud) - https://izymes.com/docs/setting-up-workzone-cloud/

Time to set up Workzone for Bitbucket Cloud!

Below is a simple step-by-step tutorial on basic settings configuration to help get you started. Once a
basic setup has been implemented, we encourage you to read through all Workzone Features to

assist with adding further complexity.

Using Workzone with Bitbucket Premium

All workspaces signed up for Bitbucket Cloud Premium and using IP Allowlisting under Access
Controls in the Bitbucket Workspace settings, will need to whitelist Workzone IPs to ensure correct

functionality of Workzone. Please visit this FAQ page for instructions on how to add Workzone IP to

your workspace IP allowlist.

Create Workzone account user and API Token

Why should I create an account user? When Bitbucket apps such as Workzone carry out actions
such as adding reviewers to pull requests or merging pull requests automatically the user that

installed the Workzone app will be the initiator of these actions.
In the following steps you will

e Create and invite an account user (recommended) or use an existing user with administrative

privileges to act on Workzone’s behalf.

e Set up an API-token for the account user in their Atlassian profile settings.

Note: These steps only need to be performed once at the initial setup. Other workspaces can re-use

the Workzone account user.
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Setting up the Workzone account user

E Izymes Dev Team Izymes Dev Team / Workspace settings

Users on plan
Q Back

GENERAL

The number of users on your Bitbucket Cloud plan is 5. Bitbucket defines cost based on the number of users who have access to
private repositories. To see details about your current plan and your usage summary, go to your plan details.

For a complete list of users with access to any content in this workspace, go to the Members page.
Workspace settings

User Access type Actions
= Michael Moriarty .
PLANS AND BILLING ) GROUP REPOSITORY View access (x]
TR A
Plan details Renato Garcia )
I GROUP REPOSITORY View access (x]
A K RN et A e
Users on plan
Renato lzymes .
. Y ) REPOSITORY View access (%]
Git LFS P A AT
my Ulrich Kuhnhardt [lzymes] .
o — GROUP REPOSITORY View access
ACCESS MANAGEMENT ‘ )
Workzone for Bitbucket .
GROUP View access (x]

User directory workzoneaccount @yourcompany.com

User groups N
View access

+
Access controls 4 Groups

Administrators

Close

1. Create an additional Workzone account email within your organisation

o (e.g. workzoneaccount@yourcompany.com)

2. Using the new Workzone account email, invite a new user in your workspace and assigh admin

permissions.
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Add workspace members

Grant access to repositories by adding users to user groups.
Enter an email address to invite a new user.

Important: Make sure all email addresses are accurate, valid,
and authenticated prior to sending the invitation. If any
invitations are not arriving as expected, refer to the following
support documentation.

workzoneaccount@yourcompany.com X

You can invite up to 10 people at a time.

User groups

Administrators x Q

Cancel Confirm

Access the invitation email and click on the invitation link. Join bitbucket.org and create the Workzone

account including password.

Creating an API-Token for the Workzone Account user

1.

2.

Log in as the Workzone account user.
In Settings, open "Atlassian Account Settings".

In "Atlassian Account Settings"” open "Security" and locate "API Tokens" and click "Create

and manage API tokens".

Click the "Create API token with scopes" button.

. Add "Workzone_API_Token" as the name.
. Select the latest possible expiration date, for example 365 days from creation date.

. Click "Next" and add the following scopes for app "Bitbucket":

1. READ scopes: read:account, read:me, read:permission:bitbucket, read:project:bitbucket,
read:pullrequest:bitbucket, read:repository:bitbucket, read:user:bitbucket,

read:workspace:bitbucket

2. WRITE scopes: write:pullrequest:bitbucket, write:repository:bitbucket
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10.

3. ADMIN scopes: admin:project:bitbucket, admin:repository:bitbucket,

admin:workspace:bitbucket

Click "Create token".

Note down the generated API Token - you need it in the next step.

Click "Close".
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Check your API token to see if you'd like to change it. After you create the token, you

Name and expiry Select app
Review your API token
can't modify it.

NAME
Workzone_APIl_To...
APPS

Select scopes Create token

EXPIRES

Nov 3, 2026

SCOPES
Admin

admin:project:bitbucket
admin:repository:bitbucket
admin:workspace:bitbucket

Read

read:account

read:me
read:permission:bitbucket
read:project:bitbucket
read:pullregquest:bitbucket
read:repository:bitbucket
read:workspace:bitbucket
read:user:bitbucket

Write
write:pullrequest:bitbucket
write:repository:bitbucket
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Bitbucket APl Token and Scopes

You can now log back in to your own admin account and continue with the steps below.

Subscription Settings

Teams consisting of up to 5 people can use Workzone Cloud with a free subscription. However, if your
team currently consists of more than 5 people, a paid subscription will need to be activated after a 30

day trial.

To ensure maximum security and ease of configuration, we use Stripe for all Workzone Cloud

subscription payments.
To activate a subscription, complete the following steps;

1. Navigate to your Workspace Settings
2. Scroll down the left menu to “Subscription Settings” under the “Workzone” title.

3. On this screen, you can view your current workspace user count along with the estimated cost.

Click “Subscribe” to open the Stripe payment process.

E workzone-prod < o E workzone-prod | Workspace settings

Subscription settings

Jira Please subscribe to continue using Workzone

WORKFLOW Workzone for teams - Monthly Workzone for teams - Yearly

Custom merge checks USD 0.50 per user per month for teams larger than USD 5 per user per year for teams larger than
5 people. 5 people.

APPS AND FEATURES
© Workspace users: 7

Marketplace Estimated cost: USD 3.50 per month

Installed apps

DA constmers Branch settings Merge cantrol (subject to quota)
Develop apps [/] Auto merge (] Enforced merge-checks
PPELINES @&  Delete source branch &  Granular approval quotas
Workspace runners Reviewers and groups 9 Auto-merge on approval
Workspace variables

[/] Branch and file/module patterns (] Auto-merge on successful build
Dynamic pipelines 4

&  Reviewer groups (]

Digital signature approvals 9

WORKZONE

Subscription settings 9

Workspace settings

App settings

An invoice will be sent to the email address used during the Stripe Payment process. The email

address used does not need to be the same as the Atlassian account email being used.
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You can choose between a monthly or yearly billing option via the two tabs.

App Settings

Performance parameters

You can ignore these settings during setup and use the default values provided.

Credentials for Workzone

Use Credentials for Workzone to save the Workzone account user name and API Token for Workzone
you have created in step 1. Workzone needs to know the username and API Token to act on behalf of
the account user. Note the APl Token cannot be used to take over the account or compromise the

account in any way and the API Token is stored encrypted.

£ O Bitbucket Your work  Pullrequests Repositories Projects People More Q Search e O h

E workzone-prod B workzone-prod | Workspace settings o
App settings
Performance parameters
SECURITY Configure parrormance optimization parameters
SSH Kk Groups size limit
eys
200
Audit log

Limit the number of members per reviewer-group that can be added when a Pull Request s
. created. Default is 20
Access tokens 4

Cancel  Save
ATLASSIAN INTEGRATIONS
Credentials for Workzone
Create and invite an account user (recommended) or use an existing user with
administrative privileges to act on Workzone's behalf. Set up a long-term
Bitbucket API-Token for the account user in their persanal profile settings. Learn

Jira

APPS AND FEATURES
more...

Marketplace Werkzone account email

Installed apps ‘W"e@izvmes com 9

Oauth consumers Workzone account API-Token

BT Er ‘ o

Workspace runners

Workspace variables Export and Import Workzone data

Export and impert your Workzone configuration data for backup purposes. This
feature can be used to guarantee Workzone data is not lost when uninstalling
WORKZONE Workzone and then installing it again.

Subscription settings Note: Export and import file format is JSON.

Workspace settings Export data Import data
App settings. e

1. In your admin account, navigate to your workspace settings.
2. Scroll down to "App Settings" under Workzone in the left menu.
3. Add in the new Workzone Account User email (not the username)

4. Add in the Workzone Account API Token from the previous setup.
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5. Click "Save".

6. Click "Test" to confirm credentials entered are correct.

Repository branch restrictions settings

In order for Workzone to control the pull request merge process and enforce the configured merge-

conditions it is recommended to add repository branch restrictions for the same set of branches that

have a Workzone reviewer and merge configuration in the workspace. This way only Workzone can

merge pull requests when all conditions are met.

it O Bitbucket Yourwork Repositories Projects More ~

s ing | ! Repository
| Tt Sean Manwarring | lzymesTest | IzymesTest | Repository settings o

Q Search [ 3K ]

Branch restrictions Add a branch restriction e
© Back Add a branch restriction to specity branch permissions and merge settings. Learn more
GENERAL Branch Access type Custom settings Actions
N p I develop Write access Deleting this branch is not allowed Edit Remove
Repository details
Rewriting branch history is not allowed
User and group access
Merge via pull
Access keys requests

Username allases

Add a branch restriction
WORKFLOW

Branch restrictions e Select branches

Branching model © By branch name or pattern

Merge strategies develop o

Webhooks By branch type

Links
Branch permissions  Merge settings
PULL REQUESTS
Write access
Default reviewers
Users and groups who can push or merge any changes to this branch directly
Detault description Everyone with access to the repository has write access
© Only specific people or groups have write access
Default tasks

} Nobody has write access
Excluded files e

Allow rewriting branch history
FEATURES .
Allow deleting this branch

GitLFS
Merge access via pull requests
Users and groups who can merge to this branch via pull request
Everyone with access to the repository has merge access
© Only specific people or groups have merge access

@ Workzone for Bitbucket % o @

1. Navigate to your Repository settings.
2. On the left menu, open "Branch restrictions".

. Click "add a branch restriction".

Add a branch restriction

Premium Subscription not

Select branches needed.

© By branch name or pattern

Configure granular reviewers &
dwvsiop merge checks in Workzone

By branch type Settings

Branch permissions Merge settings

Merge checks

Check for the following conditions to be true
Minimum number of approvals 1 ~
Minimum number of approvals from default reviewers 1 ~
No changes are requested

No unresolved pull request tasks

Minimum number of successful builds for the last commit with no f§iled builds 1 ~

and no in progress builds

Merge conditions
Reset requested changes when the source branch is modified
Allow automatic merge when builds pass

rce branch s modified 4

3
4. Add the same branch as used in the previous step, e.g. "develop".

5. Select "Only specific people or groups have write access". Leave blank.

Gancel m

6. Add in the Workzone account user set up from the earlier steps, e.g. "Workzone for Bitbucket".
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7. Click "Save".

Note: Bitbucket Premium is no longer needed when using Workzone for Bitbucket. You can configure

granular reviewers & merge checks when in the Workzone Settings in the following steps.

Workzone Workspace Settings

Pull request settings

If configured Workzone will apply these settings to all pull requests in this workspace repositories

when they are created. Configurations include:

Pull request target branch

Merge options

Ignore approvals from committers

Reviewers

Approval quota

e File/module patterns
it W Bitbucket Your work  Pullrequests Repositories Projects People More Q Search 0‘ O ﬂ
E workzone-prod I8 workzone-prod | Workspace settings
Workspace settings

Edit pull request settings
SECURITY Source
SSH keys
Audit log Destination

develop

Access tokens 4
B Auto merge

ATLASSIAN INTEGRATIONS Delete source branch

Jira [ Ignore approvals from committers @
Merge checks
APPS AND FEATURES B Check that no changes are requested

B Check for unresolved pull request tasks

Marketplace
Check the last commit for at least 1 ~  successful build and no failed
Installed apps bullds
DAuth consumers .
Reviewers

Develop apps Rule 1 o o

) Sean Manwarring x & Developers x
PIPELINES
Add only after a successtul build
Workspace runners
Require digital signature

Workspace variables Quota 9

i @
woRzoNE

Jse absolute or percentage e.g. 3 or 50%
Subscription settings File pattern
Workspace settings o
App settings

Add reviewer rule
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To get started, here is a basic setup configuration. The feature guides will break down in further detail

each feature and functionality.

. Open the "Workspace settings" under Workzone located in your Workspace Settings menu.
. Click the "Add Setting" button.

. Add in the desired destination, e.g. "Develop".

Add in the desired reviewers, e.g. we have added "Sean Manwarring" as a reviewer along with

"Developers" as a group of reviewers.

. Specify the a relative quota of how many approvals must be met, e.g. "50%", or specify an

absolute amount of approvals required.

. Optionally enter a file or path pattern to add reviewers conditionally if the pull request touches

files that match the pattern.

. Click "Save"

. You may add more reviewer rules for different file paths or different reviewer groups and a

corresponding required approval quota or count.

Workzone repository settings

Important: Workzone Repository level settings will override the Workzone Workspace level

settings. The following examples include screenshots within the Repository settings. If configured

Workzone will apply these settings to all pull requests in the repository when they are created.

Configurations include:

Pull request target branch

Merge options

Ignore approvals from committers
Reviewers

Approval quota

File/module patterns

Workzone repository settings override any workspace wide settings.

Page 10 of 13



22 |EF Bitbucket 16| Q, Search

=

< Repository settings

Q Jump to settings... ‘

> General

» Security

> Workflow

» Pull Requests

> Features

» Pipelines

» Tests [BETA|
» Slack

~ Workzone

Project settings

& workzone-staging / Staging / repo | Repository settings 0

Repository pull request settings - Workzone

Edit pull request settings

Source

Destination

‘ main ‘

() Auto merge @
(] Delete source branch @@

B lgnore approvals from committers @

Merge checks
B Check that no changes are requested @

& Check for unresolved pull request tasks @

| Repository settings 9

(] Check the last commit for at Ieast| 1 ~ |successful build and no failed

builds @

Reviewers

Rule 1
Lx]

&) Ulrich Kuhnhardt = 0 [ ]

(] Add only after a successful build €@
(] Require digital signature @
Quota @

“ ‘me

Use absolute or percentage e.g. 3 or 50%

File pattern

client/** G

Navigate to your Repository settings.
. Scroll down and open "Repository settings"” in the Workzone section.
. Add in the desired Destination, e.g. "main".

Optional: Enable Ignore approvals from committers if approvals from pull request committers

should not count towards the approval quota.

. Add in the desired Reviewers, e.g. "Developers".

6. Add in the desired Quota, e.g. "50%".
7. Add in the file pattern if required, e.g. "src/main/**".
8. Click "Save".
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Inherit Workzone settings from Project or Workspace Level

You can choose to inherit your repository level settings from your project level settings, and then

again inherit your project level settings from your workspace level settings.

& '
E izymes-static-ip-test | staticip / repo | Repository settings
repo

Repository pull request settings - Workzone
° Back
- Configure how pull requests are merged and reviewed using Workzone in this repository, Reset to project Add setting
Note: Repository settings override workspace settings and project settings. Get help..
Integrations ]
Branch Settings Reviewers
SSH Keys
Delete source branch
Deployments * = master Mo changes requested 1 reviewer rule ra °

Mo unresolved tasks
Repository variables

OpenlD Connect

Settings

WORKZONE

Project settings

Repository settings °

1. Navigate to your repository settings
2. Click on the "Repository settings" button in the Workzone section

3. Click the "Reset to project” button.

If you need to decouple the repository settings from project settings, click the "Decouple from

Project" button.

If you need to decouple the repository settings from workspace settings, click the "Decouple from

Workspace" button.

It is important to note that only Project or Workspace admins have the ability to enable inheritance at

repository or project level

If Workzone is configured at workspace level, all repositories inherit the settings

If Workzone is configured at workspace and project level, all repos under the project inherit project

settings, all other repos inherit workspace settings

If Workzone is configured at repository level, no other settings are inherited from project or

workspace level

Decouple projects from workspace to add project settings.
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e Decouple repositories from project or workspace settings to add repo settings
e Reset project settings to workspace settings to inherit workspace settings for projects

e Reset repo settings to project or workspace settings to inherit the respective settings.

You're all set up!

To learn more detail on the features and functionality, continue on with the feature guides below.

Try Workzone for Cloud!
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