Atlassian Apps for Efficient Teams

Setting up Workzone

Getting Started Workzone - https://izymes.com/docs/setting-up-workzone/

Time to set up Workzone for Bitbucket!

Below is a simple step-by-step tutorial on basic settings configurations to help get you and your team
started. Once a basic setup has been implemented, we encourage you to read through all Workzone

Features pages to assist with adding further complexity.

Create a Workzone Account User

Before you get started, it is important to set up a Workzone specific Account User, this will be needed

as you work through the steps below.

Why do | need to create a Workzone Account user? When Bitbucket apps such as Workzone
carry out actions such as merging pull requests automatically, the automerge user (Workzone
Account user) will be the initiator of these actions. It is best practice to use Bitbucket branch
permissions to limit write access to the pull request target branches like ‘master’ or ‘develop’ to

ensure ‘normal’ users can’t simply press the ‘Merge’ button.

You can also use an existing user with repository write privileges to act on Workzone’s behalf,

although we recommend creating a new Workzone Account user.

Note: These steps only need to be performed once at the initial setup. Other repositories can re-use

the Workzone account user.

Setting up the Workzone account user
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T Bitbucket Your work  Projects Repositories +  Pull Requests

Create User
There are 2 users remaining on your 10 user license
Username®  Workzone Account User

Full name*  Workzone Account User

Email address* workzone@yourcompany.com (G

B Email a link to the user to set their password
Password®  cesesesscans =2
Confirm password®  «oeeeeecenes

Git repository management for enterprise teams powered by Atlassian Bitbucket

Atlassian Bitbucket vZ.21.1 - Documentation - Requestafeature - About - Contact Atlassian
Atlassian

e Create an additional Workzone account email within your organization
o (e.g. workzone@yourcompany.com) as seen in the screenshot example above. Important: Do
not copy the exact email/example above - You need to use your own company

domain.

e Using the new Workzone account email, create a new user in your workspace and assign admin

permissions.

Create Groups

To get full use of the Workzone functionality, it is best to have groups of specific users set up within
your space. For most, this should already be in action. If you do not already have groups set up,

please follow the steps below.

© Bitbucket Yourwork Projects Repositories ¥

Administration o o
Overview Groups 9 e e
ACCOUNTS Q Find

Users

Groups Name

Global permissions D Developers

Authentication .
D mandatory-reviewers

Authentication methods
A
Avatars D a

Audit log B3 quality-control
User Direct

ser Directories D stash-users
SYSTEM D Toam A

Server settings
u Team B
Database

Storage

Application Navigator

Annliactan linke
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1. Navigate to your Administration Settings.

2. Click the Users tab

3. Click "Create Group"

4. Name the group & add the relevant team members.

Setting Up Bitbucket Stock Settings

For Workzone to function correctly, various stock Bitbucket settings must be altered.

Repository settings

Repository details

SECURITY

Repository permissions
Branch permissions
Access keys

Push log

Audit log

WORKFLOW

Branches
Hooks

Webhooks

PULL REQUESTS
Merge checks
Merge strategies
Code Insights
Default reviewers

Auto-decline

Merge checks Add merge check

Merge checks can improve code quality by setting restrictions about when pull requests can be merged. Merge checks are installed by system administrators and can be
enabled for all repositories in a project by a project administrator in project settings, or for individual repositories. Learn more about merge checks.

GC‘ All reviewers approve

X Disabled v
Require all reviewers to approve the pull request.

)Q ( Minimum approvals ¥ Disabled -

Require at least the specified number of approvals.

TO-\ Minimum successful builds % Disabled e
© Require at least the specified number of successful builds.

o G No 'needs work' status

) X Disabled v
Block the merge if any reviewers have marked the pull request as 'needs work'.
[m] No incomplete tasks . .
X Inherited (disabled v
Require all tasks to be complete. Gl )

We recommend mirroring the above Merge Checks settings for all options - These merge check

features are now covered through Workzone, where more refined functionality is found.

discretion.

All reviewers approve - Disabled
Minimum approves - Disabled
Minimum successful builds - Disabled
No 'needs work' status - Disabled

No incomplete tasks - N/A - There is no double-up with Workzone, this can be used at your own
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Repository settings

Repository details Default reviewers

SECURITY

Repository permissions
Branch permissions
Access keys

Push log

Audit log

WORKFLOW
Branches

Hooks

Webhooks Choose default reviewers for pull requests
Feedback early and often makes for better code.

PULL REQUESTS
Add default reviewers JECEIGE) ]
Merge checks

Merge strategies
Code Insights

Default reviewers

Default Reviewers

It is possible to have both Workzone reviewers and Bitbucket reviewers actively running at the same

time, and this may be of interest depending on how you want to use Bitbucket and Workzone

together. However, we recommend turning off all default reviewers within the Bitbucket stock

settings - All Pull Request Reviewers settings configurations are now handled within the Workzone

settings, in far greater detail.

Add a branch permission

Branches €@ Branch name

£% master ¥  Remove branch

Select the branch you want to restrict access to.
Branch pattern
Branching model
Restrictions @ Prevent all changes, except by:
% Workzone Account User x

Prevent deletion
Prevent rewriting history
@ Prevent changes without a pull request, except by:
) Project Super User »
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Branch Permission

It is best practice to use Bitbucket branch permissions to limit write access to the pull request target

branches like ‘master’ or ‘develop’ to ensure ‘normal’ users can’t simply press the ‘Merge’ button. To
ensure the new Workzone Account user created will automatically merge pull requests without any

issues, this is where we enable a branch permission as seen in the above screenshot.

Superuser - (example) optionally you can define a user that is authorised to bypass required merge

checks and merge the pull request at any stage.
Hooks

Bitbuckets stock Hooks configurations do not conflict with the Workzone settings or functionally and

can be used at your own discretion.

Setting Up Workzone

We will start by setting up which Pull Request reviewers will be added to which branch automatically.
For this example, we will be focusing on a single repository, although this can be done on a
project level as well which will be covered in more detail with the feature guide space. Start by

navigating to Workzone settings within your repository.

1. Navigate to the Workzone settings within your repository settings - Click on the "Reviewers" tab

2. Followed by the "Add Reviewers" button.

Note: Disregard all the existing Pull Request Reviewers seen in the screenshot below - We have
kept that in there for reference to show what the finished reviewers look like - You do not need to

replicate them.
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© Bitbucket

M| Test Project i (

<> play with me RepDSIlOW settlngs
““‘"D"s Repository details Workzone Settings o
) Cione

tart  Properties  Revi ignatur Mert
It Create branch SECURITY S operties Reviewers Signatures @  Merge
Repository permissions
14 Create pull request

Branch permissions Pull Request Reviewers
- Create fork Add Reviewers to a Pull Request's target branch automatically. @ Marks mandatory reviewers and groups.
Access keys Rules are matched in order of priority against pull request destination and source branch. The first matching rule is evaluated. Use closed matchers at the top and more open matchers at the bottom,
(L 20 Push log
Priority Branch (& Users Groups Suggested &
NAVIGATION Mctlog
1 refs/head/feature/** @ asrinivasan oA 2
r
S WORKFLOW >> develop
¢ Commits Branches 2 bugfix/** @ acourtis @ arcodt [ Developers 1
>> develoj
I Branches Hooks ¥
. e h i
T4 Pull requests Webhooks 3 io users have been selected &[] Developers
>> develop
-C Forks PULL REQUESTS

Add R Reset to project
Merge strategies e
SHORTCUTS

Code Insights
Add shortcut
+ Default reviewers

Auto-decline
{3 Repositary settings

ADD-ONS

Workzone

Organizr

1. Select a Destination Branch, e.g. "Master"

2. Add in the relevant Pull Request "Reviewers" (users in this case), e.g. "Brett Gervis"

3. Add members of groups as Pull Request reviewers, e.g. "Developers"”

4. Click "Submit".
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Branch Reviewers

Branch Pattern

b4 Destination Branch §% master v Remove branch o

E Select destination branch of the Pull Request you want to add reviewers to.
Source Branch Select revision v

optional
[ P ] Select the source branch of the Pull Reguest you want to add reviewers fo.

Users @ Brett Gervis = 9

Add the users as Pull Request reviewers
[ pevelopers = 9
Add members of groups as Pull Request reviewers
Mandatory Users
Add the users as mandatory Pull Request reviewers.
Mandatory Groups

Add group members as mandatory Pull Request reviewers.

Suggest Reviewers
Number 0
Add top N users that have been committing to files relevant to the Pull Request. (Default 0)
Days of History 90

Base reviewer suggestions on file commits in the past N days. (Default 90 days)

e Submit  Cancel

Then,

1. Navigate to the "Merge" tab within the Workzone repository settings.

2. Click on the "Add Auto Merge" button.

Note: Disregard all the existing Pull Request Merge Rules seen in the screenshot below - We have
kept that in there for reference to show what the finished rules look like - You do not need to

replicate them.
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© Bitbucket Yourwork Projects Repositories ~  Pull Requests

m ;:;:fl‘:i‘“ Repository settings
ACTIONS

€ Cions Repository details Workzone Settings o 770 9
I+ Create branch SECURITY Start Properties Reviewers Signatures @ Merge

Repository permissions

2 Create pull request

Branch permissions Pull Request Merge Rules

-} Create fork Control how a pull request is merged after all required approvals are completed and merge conditions are met.
Access heys Rules are matched in order of priority against pull request destination and source branch. The first matching rule is evaluated. Use closed matchers at the top and more open matchers at the bottom.
@ Compare Push log
priority Branch @ Auto Merge User Approvals. QuotafGroup Signatures Mandstory Builds
NAVIGATION Auditlog
1 refs/heads/develop Workzone Account User 100% 1
<> Source WORKELOW >> refs/heads/release
$ Commits Branches 2 refs/heads/master Workzone Account User 20% 1 2 1
Hooks
1 Branches 3 refs/heads/feature/two Workzone Account User 50% 1 1 1
14 Pul requests Webhooks >> refs/heads/develop
4 bugfix123 100%
- Forks R p— gt/ Workzone Account User
>> develop
) Builds Merge checks
5 bugfix/* M 100%
Merge strategies ,g develon Workzone Account User
Lttt Code Insights
Add shortcut
=P Defauit reviewers LUIETR YRR Reset to project settings
) Auto-decling
£3 Repository settings
ADD-ONS
Workzone
Organizr

. Select a Destination Branch - This must be the same destination branch selected when creating

"Reviewers".
Select "Automerge User" - Merge pull request as this user. This is where the new "Workzone
Account User" is involved as mentioned in the steps above. You can also choose your own existing

user, however they must have write permissions to the target branch.

. Change "Approval Rate" to 20% or the "Approval count" if you are using a number instead of a

percentage, i.e. "2" - This is just a recommended figure to get started, this can be changed to your
preference at a later stage.
Change "Approvals/Group" to 1 - Again, this is just a recommended number, this can be changed

to your preference later.

. Click "Submit".
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Add Automatic Merge Configuration

Branch  Pattern

Destination Branch

Select the destination branch you want enable for sutomerge

Source Branch
[optional]

s!' master ¥ Remaove branch

Selact revision ¥

Select an optional source branch you want enable for automenge. I lelt empty ary braneh iz valid.

AutoMerge User

) Workzone Account User =

Merge pull reguest as this user, The user must have write permissions io the target branch. Bitbuckei Groups are ignored.

Merge Strategy

Basic Advanced

Approval eount(®)

nona-inharit -

2 9

Enable partial approval. Approval rate as 'n'% of
minimurn approval count as 'n’.

Required approvals

1 o

Auta-merge Pull Requests only when 8t least N
approvals fram members of each reviewer group hawve
been given and all ether eriteria are mel.

lgnore committer approvals

Pull request code contributon appravals
are not counted towards guatas.

Delete Source Branch

Delete source branch after successful

Required Required auto-merge.

signatures . mandatory
Minimurn number of Approval Signatures Lo Irigger Minirurm mandatory approvals., Defeuli: all
approvals
auta-merge,

. ‘Watch Build Results
Required

Successful Builds
Require a minimum of swccessiul builds Tor a PR fram-branch changeset and atiempt 1o merge il all other merge conditions are met. This

does NOT averride the repository wide seiling!

Let & suecessiul build trigger 8 merge it
all ather meige conditions are met.

MNeeds Work Veto ON  OFF ‘Watch Task Completion

Let task eampletion trigger 8 merge if all
ather menge conditions are met.

6 Submit  Cancel

Whether of not & pull reguest that "nesds work! will be blocked Irom being menged. "Clear' 1o inherit from projectiglobal senting.

This completed our basic setup configuration. Let's test it out.

Before we do, we recommend performing all tests in a new test repository or test project while you

get comfortable using the tool.

Now that you have your test repo - with all the above settings configured - it's time to create a pull

request to the branch that has been chosen above - In this case "master" branch.

If you get stuck, please do not hesitate to reach out here.

Try Workzone!
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